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ONEeKTPOHHBbIE CEPBUCHI, MHTEPHET-OAHKUHI, yAaJIeHHas padbora Hu
yue0a, OHJIalH-PErUCTPALlNK, MHTEPHET-Mara3uHbl 1 MapKETIIIICHI — BCE ATO
HACTOJIbKO MPOYHO BOLLIO B HAally IMOBCEIHEBHOCTb, YTO HMHOTAA TPYAHO
NOBEPUTH, KaK KUK 0e3 3Toro panplie. Yem OoJiblie Morpyx’aemMcs B MHUP
UH()OPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHN (daree — HKT), TeM
OOJIBIIIE CTAHOBUMCS YSI3BUMEE.

KubepaTaku Ha HHPOPMALMOHHYIO CTPYKTYPY — 3TO OJTHA U3 CAMbIX
3HAYUTEIbHBIX U MOCTOSTHHO PACTYLIUX YIPO3 s TN100anbHOW 0€30MacHOCTH
B XXI Beke. Ha done BceoOmiel mudpoBusauu 3ta npodiemMa HE MPOCTO
HapacTaeT, a BOJIOLUMOHHUPYET, HA YTO BIHSIET IIMPOKOE HCMOJIb30BAHHE
HWCKYCCTBEHHOI'O HWHTEIUIEKTA (danee — MHM), TaKk Kak 3J0YMBIUUJICHHUKHU
HAYMHAIOT KCIOJb30BaTh €ro JJs Cco3/aHus OoJee  HM3OLIPEHHBIX
BPEJIOHOCHBIX MPOTrpaMM, aBTOMATHU3aLUK aTaK U aHAJIN3a YSA3BUMOCTEH.

Kubepartaku npeBpaTuinuch U3 npoOIeMbl TEXHUYECKUX CHEIUATUCTOB
B OJIHY W3 IJIaBHBIX CTPATErMYECKUX YTPO3 HAMOHAIBHOM, SKOHOMUYECKON U
OOILIIECTBEHHOW 0€301aCHOCTH K000 CTpaHBbI.

Ilo pe3ynbTaTaM HCCIEOOBaHMS, MNPOBEACHHOTO B NPOILLIOM TOAY,
benapycws Haxoautcs Ha 3-M Mmecte B peiitunre crpan CHI', kotopsie yaiie
BCET0 MOJIBEpraloTcs KuoeparakaMm.

Kaxnas nsaras araka B bemapycu npuxoaurcst Ha ToccekTop (22%). Ha
BTOPOM MecTe — cdepa MPOMBINUICHHOCTH (14%), a HAa TPETbeW CTPOUKE —



¢buHaHcoBass otpacib (1/%). MHOTO arak Tak)e HaleJIeHbl Ha CEKTOp
TeJIEKOMMYHHUKAIUH, chepbl HAYKU U oOpa3oBaHus (8%).

Kaxnmas  Bropas  kubOeparaka (57%) NOpUBOAUT K  YTEUKe
KOH(UJICHIIMATBHBIX JJAaHHBIX. Pe3Ke OHM HapyIIal0T OCHOBHYIO JAESTEIbHOCTD
(16%) wnu HecyT npsiMmble (UHAHCOBBIE TOTEpU (8%). boiiee MOIOBUHBI
YKPAJACHHBIX CBEJICHUN COCTABIISIOT IEPCOHAIIBHBIE JAHHBIE U KOMMEpPUYECKas
TaifHa. AKTyaJIbHOM TpoOJIeMOM oOcCTaeTcs Kpaxka JeHer ¢ OaHKOBCKHX
KapTOYEK U JJIEKTPOHHBIX KOLIEIIBKOB.

Cnaiin 2.

POCT KUBEPATAK B BEJIAPYCU
MNo3uuua Benapycu: 3-e mecro 8 CHI no
KONWMECTBY knbepartar
. OCHOBHbIE LLENM ATAK:

foccexrop — 22%

Npombiwnennocrs — 14%

DuHance — 11%
I NOCNEACTBUA:

YTeuxa ganHbix — 57% cnyvaes

Hapywenne paborsl — 16%
DuHancosbie norepu — 8%

CornacHo panHbiM 3a 2024 roja, Hama pecrnyOivKa MO YPOBHIO
kubepoOe3onacHoctu 3ansuia 70-e mectro u3z 166 crpan B peittuare NSCI
(National Cyber Security Index, Hayuonanvuwiii unoexc kubepbeszonachocmi),
yCTynMB 10 3ToMmy wuHAeKcY cpean ctpan CHI' nums Mongose,
Azep0aiimkany u Poccun.

PocT u yc/I0:KHEeHHE METOI0B KHOepYyrpo3 TPeOyIOT onepeKarero
U KOMILJIEKCHOTO pearupoBaHusl.

B Bbenapycu npuHST psii CUCTEMHBIX Mep, U 00pbda ¢ Kubepyrpozamu
BEJICTCS Ha HECKOJBKHUX YPOBHSAX. Tak, Ha rocyJ1apcTBEeHHOM YPOBHe YKa30M
[Ipesuaenta PecnyOommku benapycs Ned) «O  xubepOe3omacHOCTH
peanusyercs KOMILIEKCHBI MHOTOYPOBHEBbI MeXaHHU3M
NPOTUBOICHCTBUA KHOepaTakaM Ha TOCYJApCTBEHHBIE OpraHbl U
OpraHu3aly, KPUTHYECKYI0 WHGOpMaIrmoHHyo HHGpacTpykTypy. Co3man
HannonansHBIN HIEHTp 0oO0ecTieueHUsT KHOepOe30nacCHOCTH M pearupoBaHus Ha
KHUOCPUHIIUICHTBl (Oanee — Hayuonanvnolii yewmp Kubepbezonacrocmi).
HanaxeHo MeXIyHapOIHOE COTPYAHUIECTBO B 3TOH cepe.

Co3manpl  HEOOXOOWMBIE  TPABOBBIE  YCJIOBHS  JJISI  3aIUTHI
MEPCOHAIBHBIX JAHHBIX W O€30MaCHOCTU JIMYHOCTH W OOIIeCcTBa TPH HUX



ucrnosb3oBanuu. 3akoH PecnyOnuku benapych «O 3amurte nepcoHaabHBIX
NAHHBIX», TpUHATHIN B 2021 roay, ycTaHaBIMBAET I'PAHULIbI, OIIPEACTISAIOINE,
KaKyl0 HMH(POPMAIMI0O O YeJIOBEKE MOXHO CcOOHMpaTh M PacIpOCTPaHSTh.
BwmecTte ¢ Tem, 4TOOBI 3allMTa NEPCOHATIBHBIX JAHHBIX ObLIA TO-HACTOSIIEMY
3¢ (PeKTUBHON, HYKHbI OOIIME YCWIHS — HE TOJIbKO TrOCyJapcTBa, HO U
rpaKJaH.

[IpoTuBOAEHCTBUE OCYIIECTBISECTCA U HA KOPIOPATHUBHOM YPOBHE.
Opranuzaniud W TPEANpPUATHS HWHBECTHUPYIOT B KuUOepOe30macHOCTh U
o0y4ueHHEe COTPYIHUKOB.

Jns GoprOBI ¢ kuOepyrpo3aMu Ha HWHAMBHAYAJIbHOM YPOBHeE
TpeOyeTcs MNOBBIIEHHE IU(POBOM I'PaMOTHOCTH HACENEHHUS, COOII0JECHUE
AJIEMEHTAPHBIX TPABUI HU(PPOBOM TMTUEHBI.

CoBpeMeHHbBIE aCTIEKThl KH0ep0e30MacHOCTH

Kubepnpectymienus TPaHCHAIIMOHAJIbHBI, 3JI0YMBIIUICHHUKA
HCTOJIB3YIOT aHOHUMAM3EPHI (Cepsucol, no3680sa0uue CKpbims TUUHble OAHHbLE
noavsoeamens u obecneuumv aHOHUMHOCMb 6 Mnmepneme) W HAXOIATCS 3a
pyOeXOoM, UTO KpailHe 3aTpyHSET UX 3ajep KaHue.

[lo pmanneiM  CraeactBeHHOTO KomuTeTa Pecnybnmuku benapycs,
orMmedaeTcs yxon 6osee 80% BeiMoraTenbcTB U 6osiee 90% MOIICHHUYECTB B
«OHJIAWH»-CXEeMY, YeMy CIOCOOCTBYEeT B TOM YHCJIE€ HU3KUM MPOIEHT
OCBEIOMJIEHHOCTH TPaXKJaH O MPECTYIHBIX CXE€MaX, a TaKXe pPa3BUTHE
CIIOCOOOB COBEPIIICHUS TAKUX XUIICHUH.

KapTtuna pacnpocTpaHeHHBIX BUIOB KuOepnpecTyiieHud B benapycu
MOBTOPSICT TJIOOATbHBIE TPEHJbI, HO C AKIIEHTOM Ha MECTHBIC ILJIATCKHbBIC
CHUCTEMBI U PUBBIYKU HACEIICHUS.

[Io pmaHHBIM TJIABHOTO  YIPABJIEHHUS IO  HPOTUBOJECUCTBUIO
KHOEPIPECTYMHOCTH KPUMUHAIBHON MWIMIIMM MUHHCTEPCTBA BHYTPEHHHX
nen Pecnyonuku benapyce, 3a 9 mecsieB Tekymiero rojga B bemapycu mo
CPaBHEHHIO C AaHAJOTHMYHBIM MEPUOJOM MPOIUIOT0 ToJa KOJUYECTBO
KHOEpIpeCcTyIIeHni CHU3UIOCh noutu Ha 11% (3a 9 mecayes 2025 200a
3apezucmpuposaro donee 13 moic. cayyaes (13 420), mpems uz komopwix (4 121) —
6 2.Muncke).

[To cratucTuke KeHIUUHBbI (65%) 4allle BCETO CTAHOBSITCS KEPTBAMU
MOILIICHHUKOB, KOTOpPbIE€ BBIMAHUBAIOT JIEHBIM IIYTEM IICHXOJOTHYECKUX
MaHUMYJSUNA 110 Tenedony (77,9%), KyIUIH-NPOAaKhu TOBAPOB M OKa3aHUs
yCayr (65,6%), OmarotBopuTelbHOCTH (100%). My:K4uHbI (84,8%), Kak
MPaBUJIO, CTAHOBATCSA JKEPTBAMHU  MOUICHHUYECTBA, CBA3aHHOTO C
MCMOJIb30BAHUEM CANTOB 3HAKOMCTB.

Cnaiin 3.
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Cnpagouno:

Bospacmmnuie cpynnvt nomepnesuiux:

a100u cmapuie 50 nem yawe cmaHo8aAMCsL dHcepmeamu menegh)oOHHbIX
MoOuleHHU4ecms,  obmaHa,  008epuUUBOCMU,  J1e2eHO O  NOMOWU
POOCMEEHHUKAM,

Mo100edxucy 00 30 nem ysa36uma om MOWEHHUYECKUX OUCHAHYUOHHBIX
coenok ¢ Heosudcumocmvio (56,3%), ncesdo-uneecmuyuii 8 «oOUpsCU» U
«po3sviepvludets unu axyuiy (65,4%);

auua cpeonezo so3pacma (30—49 nem) — naubonee maccosas epynna
cpeou  nomepneswux om  HUKT-mowennuuecmea ¢  3axnoyeHuem
2PAACOAHCKO-NPABOBbIX 002080p08 (33,1%).

be3pabommnvie u neyuawjueca yawe nonaoaromes 8 UHBECMUYUOHHbBIE
noeyuku (46,2%), umo modxcem 66imb C843AHO C NOUCKOM UMU UCTOYHUKOS
00xX00a UnU ysiedenuem a3apmubiMu CXemamu.

[To cmocodam coBepuIeHUs] MOIIEHHUYECTBA Yall€ BCEr0 MPOUCXOSAT
OT MMEHM JOJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBiIsrOTCs
COTPYAHUKAMU IIPABOOXPAHUTENbHBIX OpraHoB (MB/[, CK, /[[®P, KI'b) u
paboTHHKaMu OaHKOBCKHX OpTraHu3aliid. MOIIEHHUKH CTajdd 3BOHHUTH OT
UMEHU pabOTHUKOB CIy’)kKO rasa, BOJOKaHaja, SHEProHAA30pa, MOOMIBHBIX
OTEPaTOPOB CBSI3H IO/ MPEIJIOTOM OKOHUAHUS CPOKa JI0TOBOPaA U Mpejiaratot
JUIsL €T0 MPOJJICHUsT coo0uTh 1udpoBoi kKo U3 cMc. [locne nepenaun koaa
JKEPTBE 3BOHUT COOONIHMK MOIIEHHMKAa MW  yXE€ MPEACTaBIsieTCS
MPABOOXPAHUTEIIEM, 3aIyTUBAET TEM, UTO YEJIOBEK NEepeaan JUYHbIE TaHHbIC
¥ Ha ero uMsi OyAyT o(pOpMIICHBI KPEAUTHI. A 4TOOBI MX N30€KaTh MpeIaract
oQOpMHTH BCTPEYHBIC KPEAUTHI M TIOJYYEHHBIC JCHBIM TIEPEBECTH Ha
YKa3aHHBIA CUET WM OAHKOBCKYIO KapTy.

[Ipu cxeme oOMaHa OT UMEHHU PYKOBoauTeNel (Fake boss) (yupesicoenuil
00pazosanus, 30pABOOXPAHEHUs,  KYIbmypvl, HNpeonpusmuii) MOIICHHUKU
3alMyTUBAlOT  TMOAO3peHHEeM B (DMHAHCUPOBAHUM  IKCTPEMHUCTCKOM
JESATETLHOCTH, MTPOBEACHUEM OOBICKA M U3BSITHEM JICHET, TAK)KE MPeaiaraioT
JAHHBIN (DAKT JepKaTh B TAHE U TOOOIIATHCS C OTMPEICTICHHBIM COTPYIHUKOM
MPABOOXPAHUTEIBHBIX OPTaHOB, KOTOPBIN SIKOOBI JJIsl COXPAHEHUS J€HEKHBIX



CPEIICTB MpeJjIaraeT «BpEMEHHO» MEPEBECTH JACHBI'M HA 3aIUIICHHBINA CUET.

B tenedonnoM paszroBope He JOBEPSUTE HE3HAKOMBIM JIUIIAM, KEM OBI
OHH HE MPEJICTABUIINCH, €CITU BbI HE )KJI€TE€ TAKOTO 3BOHKA.

Tperp MomeHHUYECTB (27,6%) COBEpLIACTCS IO BHUAOM HNPOAANKU
ToBapoB B ceru Instagram wiam Telegram (uawe 6ceco mowennuxu
«npooaiomy aemo3anyacmu, caoogvie Kaueiu, HOBO20OHUe e, MOPenpoOyKmbl u
opyeue  mogapvl).  3JIOYMBIIUICHHUKNA  OPElaraloT  MOTCHIUAIbHBIM
MOKYTIATEJISIM MEePEBECTU MPEOIIATy 3a TOBap M 0OCIIAI0T €ro BbICIATH MO
MOoYTe€ WU KypbEepoM, IMOCJE 4Yero OOILIEHHE MPEKPAIACTCs, U «KIUCHT
OCTaeTCsl HU C YEM.

Cnpasouno:

Taxoice Haubonee pacnpocmpaneHuvle NPecmynHble CXembl.

360HKuU om umenu oaunka, compyonuxa MBJ/], KI'b u unwix
20CY0apCMeEEeHHbIX O0pP2AH08, KO0204 MOUWIEHHUK, UCNONb3YS MeXHOI02UIO
HOOMEHbL HOMEPA, 360HUM C HOMEPA, NOX0JHCe20 HA OPUYUATbHBIL HOMED
bauka u coobwaem o «nOOO3PUMENbHOU Onepayuuy ¢ Kapmotu, «0J10KUposKe
cuemay Uy «NONbIMKe G310Ma», A OJIsL «3AWUMbBLY ULU «OMMEHbL ONEPAYUL»
npocum coobuwums CVV-ko0, Oanmnvie uz SMS-coobwenus c¢ kooom
nOOMBepPIHCOeHUs, NAPOIb U3 UHMEPHEeM-OaHKUHea Uil nepesecmu OeHbeU Ha
«bezonacuwlily (Ha camom oele NOOKOHMPOIbHbIL MOULEHHUK)) CUem,

Guwunzosvie SMS-coodwenun u nucoma, xo2oa npuxooum SMS-
cooOWeHue U 21eKMpoOHHOe NUCbMO C COOOWeHueM o0 «DJIOKUpOsKe
Kapmoely, «npooieme C HAIO20MY», «8blucpvlule 8 Jlomepee», KOmopoe
CcoO0epaIHcUm CColIKYy HA QUUILUHSOBBIL UHMEPpHem-pecypc (caulim — KIOH),
KOMOpblll 8b121A0UM KAK 0QUYUATbHBII UHIMEPHEeM-pecypc OAHKA, HAN02080U
UHCNeKYUU UTU OPY2020 20CYOAPCMBEHHO20 0p2and, 20e mpebyemcs 8gecmu
JIO2UH, NApob, OAHHblE NIAMENCHLIX CPeocme, Nocle 66004 KOMOPbIX
cogepuiaemcs xuujenue;

MOUWIEHHUYECMEA 6 COUUANbHBIX CEMAX U Meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), koe0a 310yMblULIeHHUK 8371AMbl8AET AKKAYHM 8
coycemu uau cozoaem Herikogulil, NOXONCULl HA He20, Nuuiem OaAUIKUM
POOCMBEHHUKAM OM UMEHU 81a0enbyd aKKAYHmd, 4mo CPOYHO HYIHCHbBI
O0eHbeU HA «OYeHb BAdNCHOE 0el0» (NONAll 8 CIOJHCHYIO CUmyayuio, Nonai
HTII u 0p.), npocsi HUKOMY He 360HUMDb, IUOO AHANOSUYHAS Npedbloyuell
cxema, Ko20a MUMEHbI0 CIMAHOBAMCs OPY3bsl, d MOUEHHUK Om UMEHU Opyad
nuwiem, 4mo 3acmpsi 3a cpamuyel, y He20 YKpaaiu OeHbeUu/00KyMeHmbl, U
npOCUm CPOUHO nepesecmu Cpeocmad,

(elikoevle unmepHem-mazazunsl, K020a co30aemcs Kpacuswlil caim-
OOHOCMPAHUYHUK UMW 2PYNNAa 6 COYUANbHOU cemu  (3ayacmylo 8
«HUncmazpam»), ¢ 02pOMHBIMU CKUOKAMU HA AKMYANbHbBIU Y HACELEHUS MO8ap
(mexnuxka «Apple», caodosas mebenvb, Haodysuvle Oaccelinvl, OpeHo0sas
ooedcoa u 0p.), a nocie npedoniamvl Mmosap He Npuxooum, a Caum uiu
2pynnvl ucuezarom, 1ubo coodweHUs dHeepmawl 0aiee USHOPUPYIOMCS,

MOUWIEHHUYECMEA NOO0 6UOOM 20CYOApPCHBEHHBIX OpP2AHO08, K020d
Jlcepmee nocmynaem 360HOK OmM UMeHU «cyobuy, «compyonuxa MBJ»,
«HAN020801L» ¢ MpebosaHUeM CPOUHO ONIAMUMb HeKUUl QUKMUBHBIU 007,
Wmpag unu NOWIUHY, Y2podicas apecmom C4emos uiu Opyeum HaKkazaHuem,
npocsam YCMAaHO8UMb NPUNOdHCeHUe OJisl YOANeHHO20 00Cmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 0ns «nposepku cuema», umo oaem um
NOJIHBIY KOHMPOJIb HAO YCMPOUCEOM NOMEPNEBULELO,
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¢unancosvie nupamudvt u uUHEECMUUUOHHbBIE MOUIEHHUYECMEA,
makue KAk  NpeoylodCeHUs  «BblCOKOOOXOOHBIX — UHBECUYUL» 8
KpUnmoeamomy, Oupdicu uiu cmapmanvl ¢ 2apaHmupoS8aHHbIM 6blCOKUM
0oxooom. Illpu smom Ha nepeom smane Mo2ym 0axce GblNIAYUEAMNb
HebonbUUe NPoYyeHmsl, Umobbl NOmepnesuiuli 6Hec ewje 00IbLULe OeHEHCHBIX
cpeocme u npuseil pOOCMEEeHHUKO8, Opy3ell U 3HAKOMbIX, NOCTle Ye20 NPOeKn
3aKpvliBaemcs, a OeHeddCHble CPeoCmea NOXUUAIOMCsL,

6bIM0O2AMENbCMEO HA UHMUMHOU NOYEe («CeKxcmopuien»), Ko2oa
MOULEHHUK Yepe3 COYcemu 3HaAKOMUMCS C HCePMEOll, mupaemcs 8 oosepue,
CKIOHsem K 00ueHuro 8 gudeoyame UHMUMHO20 XApaKmepa uil K Omnpaske
OMKPOBEHHBIX (hOMO, 3anuUcvléaem Udeo UlU oeiaem CKpUHWOmbl, a 3amem
wanmasicupyen.

OnaceHusi BBI3BIBAIOT HaOuparomme O0O0OpOThl BbIMOIaTebCTBA
(526 cryuaes) C WCHONB30BAaHUEM HH(POPMAIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHM: MOTEPHEBIINX 110 PA3JIUYHBIMU IPEIJIOTaMH BBIHYXIAIOT HA
JUYHBIX ycTpoiicTBax [Phone BoiiTh He B CBOIO yueTHY!0 3anuch. [locne Bxona
[Phone OnokupyeTcsi Kak MOXUIUEHHBI U CTAHOBUTCA HE MPUTOAHBIM. Jl7st
Pa30JIOKUPOBKHU 3JI0YMBIIIJIEHHUKHN TPEOYIOT BBIKYII.

ITosToMy HM B KOEM Cilydae Hellb3sl BXOAUTH HA CBOEM YCTPOiCTBE B
Yy:KYI0 YYETHYIO 3alliCh, BJaJieJiel] YUETHOH 3aliCy MOXET 3a0JIOKUPOBATh
YCTPOMCTBO.

Cmaiing 4.

BUAbI KUBEPNPECTYNNEHUMA,
COBEPLUAEMBIE B CTPAHE

5~ 380HKM OT uMmeHu Banka, coTpyaruka MBA, KI'6 1
MHBX FOCYAA PCTBEHH OPraHoB

PuwrHrosse SMS-coobuEeHHA 1 nucema
MOWEHHWYECTEA B COLMBNbHLIX CATRX 1
MECCEHMEPaX

NACILAAKAX N0 NPOAAME TOBaPOB
DEUKOBLIE MHTEPHET-MaraanHm

MOWEeHHUYECTEE NOA BUAOM FOCYAs PCTBEHHDIX
Opravos

PUHAHCOBLIE NMPAMUAL W MHBECTHLMOHHLE
MOWEHHUHECTBS

g
W
@ MOWEHHUHECTBA NPK OHNARH-NORYNKAX Ha
M;.\

BHMOraTENCTEO H3 MHTUMHON NOYEE

Crnenyer OTMETHTb, YTO (PUITUHT ¥ MOIIIEHHHYECTBO ¢ 0AHKOBCKUMHU
KapTaMHM SIBJISIOTCS CaMOW MacCOBOUM KaTeropueil KHOSpMOIIICHHUYECTBA B
Pecnybnuke bemapycs.

IIpu »TOM Hapsay ¢ JAHHBIMH TPECTYIHBIMM CXEMaMH MOIICHHHKU
aKTUBHO HWCIOJB3YIOT M TaKOW MeToJa (uIIMHra, IPH KOTOPOM
KOH(pUICHIMANbHBIC  JaHHBIC  OCIOPYCCKMX  TpakJaH  JOOBIBAIOTCS
3JIOYMBIIICHHUKAMH ~ TIOCPEJICTBOM  TeIe(OHHBIX 3BOHKOB. JTOT BHUJT
MOIIICHHHYECTBA HA3bIBACTCS «BHIIIMHI.



Ciaiig 5. BuaeopoJiuk.

) A3BYKA
fion i

Cnpaeouno:

Buwunz — smo ycmuas pasHosuonocms QuuiuHea, npu Komopou
3OYMBIUAECHHUKU NOCPEOCMBOM MeNeqpOHHOU CBA3U, UCNONb3Y NpUuembl,
MemoObl U MEeXHOI02UU NCUXOTIO2UUECKO20 MAHUNYIUPOBAHUS, NOO PA3HLIMU
npeonoeamu, UCKYCHO Uspasi onpeoeieHHy0 poib (KaK npasuio, CompyoOHuKa
OamKa, mMexHuuecKko20 CHeyuaiucma u m.0.), BbIHYHCOAIOm Yen08eKd
COOOWUMb UM CB0U KOHQDUOeHYUATbHbIe OAHKOBCKUE UNU NEPCOHAIbHbLE
Ooanmuble AUOO CMUMYIUPYIOM K COBEPULEHUIO ONPEOeNeHHbIX OeUCMBUll CO
CBOUM OAHKOBCKUM CUEMOM UIU OAHKOBCKOU KAPMOU.

I[To mepe pa3Buths  UHPOPMALMOHHO-KOMMYHHMKALMOHHBIX
TEXHOJIOTMH BO3PACTAIOT W  BO3MOXKHOCTH KHOEpHpPeCTYINIHUKOB.
HexoTopble MOIIIEHHUYECKUE CXEMbl MOJYYWIM HOBYIO KHU3HBL Ojaromaps
HMCKYCCTBEHHOMY UHTEIUICKTY.

PacTter konmuyecTBO Ciay4aeB MOIIEHHUYECTBA C HCIIOJIb30BAHUEM
TexHosioruu Deepfakes — 3T0 co37aHHBIE MCKYCCTBEHHBIM HMHTEJIEKTOM
TOJIOCOBBIE COOOIIEHNUS W BHUICO3BOHKH OT SIKOOBI KOJUIET, Hpy3ed u
POJCTBEHHUKOB, KaK MPABUIIO, C TPOCKO0I O CPOUHOM JACHEKHOM MEPEBOJIEC U JP.

[Ipu BuAcO3BOHKE cileayeT oOpamiaTh BHUMaHHWE Ha TaKue JIeTalu, Kak
HEYETKOE MJIM CMa3aHHOE M300pa’KeHHe JUIla TOBOPSAIIET0, OTCYTCTBUE WU
HEECTECTBEHHAsI MUMHUKA JIUIIA.

[ToMHUTE, YTO COTPYAHUKHU OAHKOB U MPABOOXPAHUTEIIBHBIX OPTAHOB HE
3BOHAT YEpEe3 MECCEHIKEPhl C HCHOJb30BaHUEM BuUIeOCBsA3U. [lpum
COBEPLIEHUM JICHEKHOI0 IepeBoJa MOJ BJIMSHHUEM MOIIEHHUKOB
HEe00X0AMMO He3aMeIJIMTEeJIbHO OOPATUTHCH B OPraHbl BHYTPEHHUX /1€
JUISL COXPAHEHUS ICHEKHBIX CPEJICTB.

Jlaxxe Koraa HCKYyCCTBEHHBIN MHTEIUICKT UCTIOJIB3YETCS BO 0J1aro, Hy>KHO
ObITh OCTOPOXHBIM. Eciu paOOTHHK OpraHu3zalMu AyMaeT, YTO 3arpy3uT
nokymeHT B 9at GPT u oH Bce OBICTPO caemaet, To 3TO MPSAMOU MyTh K YTEUKe
KOH(pUICHITMATBHBIX JaHHBIX. JIOKyMEHTHI OTIIPABATCS HA CEPBEPHI B IPYTOM
rOCyJapCTBE, W 3aKOHBI HAIIEW CTPaHbl YK€ HE MOTYT TapaHTUPOBATh HX
0€3011aCHOCTb.



Cnaiin 6.

MCNOJIb3OBAHUE 4
MCKYCCTBEHHOIO MHTEIUIEKT'? é

B Uenesoi dpuwmnr 6es owmnboK:
NEPCOHANUIMPOBIHHLIE W TPIMMITHYECKH Gesynpeﬂue
Pacceinku, obxoAALMe IMABHEIR MapKep yrpossl. |

B Mowennnuectso yepes Deepfake:
rEHEPAUMA BHALO W rONOC3 PYHOBOACTES ANA
CAHKUMOHMPOBAHUA HEIAKOHHBIX PUHAHCOBLIX ONepal

B vH-6orol aan couy ot p "_:‘l

BEAEHHWE OCMBICNEHHEBIX OMANOToB ANA BblMaHMBB!ﬂ!

KOHPHACHUMANEHOW UHDOPMIUMK.

IIpe3ugent bemapycu A.l'.Jlykamenko, BeicTymnas Ha [II MuHckoun
MEXIYHANPOJHON KOH(PEPEeHIINH IO €Bpa3UIICKON 0€30MaHCOCTH, KaK OJIHY U3
KJIFOYEBBIX 3a7lad B 1I€JIOM 0003HAYWJ HEOOXOJUMOCTh MPHUHATUS MEP B
o0JacT HCKYCCTBEHHOTO HHTelUlekTa: «Heynpaenaemasa zouka 6 3moil
cghepe npespaujaem e2o u3 noie3no2o0 pecypca 6 opyscue. B nepcnekmuege —
MACCO6020 NOPANHCCHUA) .

Cmann 7.

(4

Heynpaesnaemas 20HKa 8 smoli
chepe npespawjaem €20 (npum. -
UCKYyCCmeeHHbIl uRmennekm) U3
10/1e3H020 pecypca 8 opyxue.
B nepcnekmuse — macco8o20o

nopa3eHus. , ,

pezudenm Pecrylauxu Benopycs A1 IyK0WERKO,
11 MuHCKaA MeROYHaPeIHaA XOHBEDEHILS N0
eapo3viickoli GezonacHoomu, 28 oxmatips 2025 2

Corpyanukamu MuHHCTEPCTBA BHYTPEHHUX Jeid M HanmoHambHOTrO
O0anka PecnyOnmku bemapych mpuHUMAKOTCS Mepbl, HAaNpaBJeHHbIe HA
0J1I0KMpOBaHUE MOIIeHHNMYecKNX onepanuii. B benapycu ¢ 1 mapra 2024 r.
nericteyer Yka3 Ilpe3dugenta Ne 269, xoTopblii NpefocTaBisieT OaHKaM
BO3MOKHOCTb MMPUOCTAHABINBATH MOJI03PUTEIBHBIE IEPEBOIBI U COBMECTHO C
MIPABOOXPAHUTEIBHBIMA OpPraHaMHM pPacCiIeNOoBaTh WHUWUJCHTHL. J{aHHBIM
MEXaHU3M [03BOJIAET JOCTaTOYHO 3(P(PEKTUBHO  B3aMMOJCUCTBOBATH
rpakJlaHaM ¢ OpraHaMHy BHYTPEHHUX JEN, @ UM, B CBOIO OUEPE/lb, «B PEKUME



24 na 7» mepenaBaTh yKa3aHHYIO HH(opMannio OaHKOBCKOMY CEKTOPY M
nojydarb OT HEro 3(PGEeKTUBHO U OBICTpO HHGOPMAIMIO O JHIAX U
WHCTPYMEHTaX, KOTOPhIEC 3aJ€HCTBOBAHBI B MPOTUBOMNPABHON ESITEIBHOCTH.
N camoe riaBHOE — mpeaNpUHUMATh MEPhI, HAMpPABICHHBIE HA COXpPAaHEHHUE
y>Ke TTOXHIIEHHBIX ACHEKHBIX CPECTB Yy TPaK/IaH W HEAOIYIIICHUS TepeBoia
UX Ha 3apyOeXKHbIE cUeTa.

B cBiI3u ¢ HEOOXOAWMOCTBHIO 3aIAThl OT MOIIEHHUKOB OaHKU
yCTaHABIMBAIOT JUMUTHI MO CHATHIO JEHET B OaHKOMAaTax Ha TEPPUTOPUU
benapycu.

boppba ¢ »aTuMm mpectymieHHsIMH TpeOyeT HE TOJbKO OoJee
COBEPIIICHHBIX TEXHOJIOTUH 3allUThl, HO U (PYHIAMEHTAJIBLHOTO IOBBIIICHUS
u(pOBOK TPAMOTHOCTH HACENICHUS, MOCKOJIbKY MMEHHO YEJIOBEK OCTaeTCs
HanOoJiee ySA3BUMBIM 3BEHOM B JIFOOOU cucTeMe 0€30MMacHOCTH.

Hudposasi rpaMOTHOCTH HaCeJICHHUS

Kuodepo6e3onacHOCTh — 3TO OTBETCTBEHHOCTh Ka:KA0ro u3 Hac. OHa
HAYMHAETCSl ¢ TaKUX MPOCTHIX BEIEeW, KaK BBHIOOP HAJEKHOIO MapoJis JJis
JIOMAIHEHN BJIEKTPOHHOM MOYThL. BaKHO TOMHUTB, YTO OJIUH U TOT K€ MapPOJb
HEJIb3s1 UCII0JIb30BaTh OJHOBPEMEHHO ISl paboyeil MOYThI, JAJIsl pErucTpanuu
Ha pa3JIMYHBIX CalTax U B MecceHxepax. K clIoBy, JIMUHBIC JaHHBIE Yallle
BCETO TMOMAaNalT K 3J0YMBINUICHHUKaM M3 0a3 JaHHBIX Mara3uHOB (Mbl
ocmasinem amuiuio, UMs U omuecmaeo, aopec u meiedon npu pecucmpayuu Ojis
nOJYyYeHUss DOHYCHBIX UIU CKUOOYHBIX KAp).

HeobOxomuma »snemenTapHas nudpoBasi TUTHeHa, TPU KOTOPOM
co0JI0/IeHre MPOCThIX NMPABUJI MOBEJEHUS B CETH I03BOJISIET 3aLIUTUTH
NepCoHabHbIC JaHHbIC, (UHAHCHI U YCTPOMCTBA OT KMOEPMOIIIEHHUKOB.

Oco0yl0 akTyaJbHOCTh TeMa LHU(PPOBONM TUTHEHBI MNPUOOPETAeT B
OTHOIIEHWM MOAPACTAIOLIETO MOKOJICHUs. [[eTh ceromaHsi He TOJbKO aKTUBHO
OOII1aI0TCS B MECCEH]IXKEpax, HO U MOrPYKAIOTCS B MUP OHJIAUH-UTP, TIE UX
Kpyr OOIIEHHUs pacuIupsieTcss 3a c4yeT He3HakomIieB. Cpeau HUX MOTYT
CKPBIBATHCA U KHOEPIPECTYIMTHUKH, CTPEMSIIIIHECS UCIIOJIH30BATh PEOCHKA JJIst
MOyYeHHS KOH(pUAeHIHAIbHONM wuHopManuu. Heokpemnmas Tmcuxuka,
MIOJIBEP>KEHHOCTh BHYIICHUIO W MAHUITYJMPOBAHUIO JEJAKOT WX JIETKOU
«J100BIYEI J1s 37I0YMBIIIJICHHUKOB.

Cnaiin 8.
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BE3OMACHOCTb IETEA B CETU —
3TO HE 3AMPETHI, A JOBEPUE U NPABU/IA

BbICTPAMBARTE OTHPLITLIC OTHOWEHMA: PECEHON
AOMHEH FHATH, 4TO MOBMET PACCKazaTh Bam 0 Mobok

npoobneme Gea CTpaxa HaKa3aHHA.

YCTanoBMTE YeTKHE rpaMnubl: COMMAcyHTe Bpems
OHNARH, PAFPEWEHHBIE CIATHI U NPUAOKEHNA

Ucnonb3yiTe TeXHUNECKHE CpeacTea:
POAMTENLCKNIA KOHTPONL ¥ OBIUME 3HKAYHTI
ANA MAAALMX AeTeR

be3onacHocTh AeTel B CeTH — 3TO He MPOCTO 3aNpeThl, a CO3JaHue
3alIMIIEHHON cpeAbl M 00y4YeHHe NMPABWIBHOMY NOBedeHMIO. B cembe
HEO00XO0JIUMO BHICTpauBaTh JOBEePUTEIbHbIE OTHOIIEHUSA ¢ pedeHKkoM. JleTu
HE JIOJKHBI MCKaTh MOHUMAaHUS Y HE3HAKOMIIEB B CE€TU, a OBITh YBEPEHBI, UTO
MOTYT paccKazaTh POIUTENSIM O JTI000H CTpaHHOW WJIM HEMPUSITHOW CUTYaIluU
B ceTu 0e3 cTpaxa ObITh HaKa3aHHBIM.

BaxHo 10roBOpPUTHCH U YCTAHOBUTH YE€TKHE MPABUJIA: KAKUE CANTHI
MOYKHO MOCENIATh, CKOJIBKO BPEMEHH NPOBOAUTH OHJIANH, KAKUE MPHUIIOKECHUS
MO>KHO MCITOJIb30BaTh.

Joiss Maagmmx gereil peKOMeHAyeTCsl CO37aBaTh aKKAYHThl BMECTE U
3HaTh UX MapoJyik. Mcrnosib30BaHKUE CNEUNATU3MPOBAHHOIO NMPOrPAMMHOIO
o0ecreyeHHsi POAUTEIHLCKOT0 KOHTPOJISA MMO3BOJIUT OIPAHUYMBATH BpEeMS 32
9KpaHOM, GUIBTPOBATH KOHTEHT, OJIOKUPOBATH HEXKEIATEIbHBIC CAUTHI.

CylecTByeT MHOKECTBO TMPECTYNHBIX C€X€M, HCIOJIb3yEeMbIX
KHOEPMOIIICHHUKAMH B OTHOIIIEHMH HECOBEPIIEHHOJIETHHUX JIeTeil.

Cmnann 9.

PACMPOCTPAHEHHBIE CXEMbl KWBEPMNPECTYNNIEHUIA NPOTUB AETEW

DQen SaNPOCHI OT #ApYseir» fpymunr ==

ubecnnarHeien no,

A

Liete: 380084 HTE bl $IRSIMTSEYD Lieth: BOCNOARIOBTICN GEOEEMEN M lgrs: mgesen co e
CTPI LY 1 Y DICTD A e BEAMBA T A2H0rH SE0RS AN WD el Aneegee, STOlos MBIy T M 80U MO BANSITD
Oons0ACHOR » 30T ssmnr T L T B0

Cexcropuien Kubepbynamnr [ecTpyRTHBHLIA KOHTEHT
°§ ! ! !
Uere. Wonrarmp0eaTe pelensd ¢ Uil QMo # TR O 83T Lete: somress 8 onecHem coobumcres,
NOVCEIMIO MOTFIEHM AL MHTIN M S NCMADAD FHECHM “ORES TRARMNS B IEYTIIAX NOOND DO IAIRUNE CYMIMG HCHINE 1
1 waregianze W rarevn cocfnens SeCTDEWIW

Cnpaeouno:
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Cnocobwvi kubepnpecmynienuii 8 OmuouleHuu oemeu U NOOPOCMKO8.

«becniamubley RNOOAPKU U  PO3BIZPBIMU, K020Ad peOeHKy O
NOJYYeHUs. B8blUSPbla Npedsiazaemcs nepetumu no CcCcolike U 68ecmu
naamedicHvle U umvle OanHvle e2o pooumeneu. OcHoHas yerb — YKpacmo
OanHvle OAHKOBCKUX KAPM UU YUEMHbLX 3aNUcell,

«gpeiikosviey 3anpocel om Opy3eil, Ko20a C UCNOAb308AHUEM
831OMAHHO20 AKKAYHmMa oOpy2a pebeHKa npocsim Hnomoub (nepegecmu
OeHediCHble CpedCcmea), a pebeHOK, Hcelds NOMOUb, MONCEM He YCOMHUMbBCS
8 IUYHOCMU NPOCAUE20;

«2PYMUHZY, K020A 83DOCIbIU 3TN0V MBIULIEHHUK HOO 8UOOM C8EPCMHUKA
emupaemcs 8 0ogepue K peOeHKy 6 coycemsx Ulu uepax, NnocmeneHHo
gvigeoblgaem JIUUHYIO UHDOPMAYUlo, MAHUNYIUPYem, 6bl3bleaem 4)y8Ccmeo
OnuzoCcmu, a 3amem Modxicem GblNpauiuéams UHMUMHblE omo/sudeo uiu
HA3HA4amy JUYHYI0 8CMpedy, YMmO MOXMCem HpUBecmu K COBEPUIeHUIO 8
omHouleHuu pebeHKa Oeucmeuli CeKCyalbHo20 Xapakmepd, Komopbie
PpebeHoK 6 CULy 803pACmA He MOXNCEM OYeHUBAMb, KAK COYUANbHO-3HAYUMDbLE,
cuumas npoucxoosujee uepou,

«CeKkcmopuieny, Ko20a npecmynHux, NoJay4u8 UHmuMHvle Gomo uiu
8U0eo0 (00OPOBOILHO OMNPABIIEHHbIE PeOEHKOM UNU Yepe3 B3/10M Kamepbl),
HauuHaem wanmanxcuposams pebenKd, 8bIMo2as Kak MamepuaibHsle oaaza,
Makx u yciyey, 8 mom 4ucie CeKCyaibHo20 XapaKkmepa,

Kubepoynnune (uiu mpaens), ko2coa co30aromcs 2pynnvl U naOauKy 0
Hacmeuwlex, YHU3UMeIbHbIX KOMMeHmapues, Omnpasisitomcs yepo3vl 8 TUUHbIX
COOOWEeHUsAX, 4UMOoObl NPUYUHUMDL DeOeHKY NCUXON02UYecKyro 00/b, Umo
HepeoKo ModHcem 3aKOHYUMCs 0enpeccuell Ui 0axce camoyouticmeom,

6oslleueHue 6 ORACHble COo00uwlecmea, NpPona2aHoupyroujue
O0enpeccugtvle meueHus, Cyuyuo, aHOpeKCuro, Hacuiue uiu IKCMpeMusM,
Komopble npenooOHOCAMCs peOeHKy KaK UYmo-mo «MOOHOe», «KpYymoe» u
«3anpemHoey.

Cnaiin 10.

Y&

4 KNOYEBBLIX NMPABUNA BE3ONACHOCTH
B CETU AETEW U NOAPOCTKOB

Xpaumn nuunoe B Taine
He nyGaniyit aapec, WHoMy, reomMeTky, AaHHbIe JOKYMEHTOR M K
NAaHLI CEMBbA.

Nomum anropurm « CTON-CNPOCKA-PACCKAXMU »

CTON, ecnn uro-1o Hactopamusaet. CNPOCH y poantenei,
ecnu HenoHATHO, PACCHAMM eapocnbim o moboi yrpoae /
Wik anckomopre.

Koutponupyh kpyr obujenms

NoGagnit B 4py36R TONKO TEX, KOTO IHAELWL MMUHO.

Hacrpoi npreaTtHOCTL Npoduan. \
BHAOMAA KPUTHMECKOE MbILNEHHE

He nepexoau no COMHUTENLHLIM CChINKaM. He BEpb CAMLLKOM
KBLTOMHBMN NPEIOMEHNAM

Baxxno HayuuTh AeTed 1UQPPOBOM TPaMOTHOCTH U KPUTHYECKOMY
MbIIIJICHUI0. VUM HY»XHO NOHUMAaTh, 4TO HHTEPHET — JITO OTpPaKeHHe
peajibHOr0 MHPA: B HEM eCTh U XOpollHe, U IJIOXHe JIIOAH, U MPaBuJa
0€30IaCHOCTH 3/1eCh TaK K€ BAaXKHbI, KAK M Ha yJjaune. He 3xoHOMbTE Ha
BpPEMEHH, YaIle 1 O0JIbIIIEe Pa3rOBapUBANTE CO CBOMMU JETHMU!
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Takxe B 3aIUTC OT MMPECTYIIHLIX MTOCATATCIILCTB, B I/IH(i)OpMI/IpOBaHI/II/I n
AOIIOJIHUTCIIbHOM BHUMAHHUHN HYXIAIOTCA W JIFOAW ITOXKHJIOI'O BO3pacTa.

fkkk

3a mocneaHee BpeMs B pecnyOiMuKe MPOM3OILIM 3HAYUTEIbHBIC
MO3UTHUBHBIC CABUTH: yAAJIOCh OOIIMMHU YCHUIUSMHU TEPEIIOMUTH TCHICHITHIO
pocta 4mciia KAOEPHpecTyIUIeHWH, 3aMETHO BBIPOC YPOBEHBH ITHM(PPOBOM
3alTUThI, JIEMOHCTPUPYET OINEPATHBHOCTh W QJANTUBHOCTh K TEKYIIHM
BBI30BaM OE€JIOPYCCKOE 3aKOHOJATEIBCTBO B 00JaCTH KHOEPOE30MacHOCTH H
np. [IpumedaTensHO, YTO HAIIl ONMBIT OOPHOBI ¢ KHOEPIPECTYIMTHUKAMU aKTUBHO
MPUMEHSIOT B IPYTUX CTpaHaX.

Kak ormernn Ilpe3uaent Pecnyoimku benapycs A.l.JIykamieHko,
«abconomuylo 3awjumy Om Kubepamax He 2apaHmupyem HU O0O0HA
cucmema 3auiumol, HO Mbl 00JIHCHb MUHUMUIUPOBAMb PUCKU». DTOTO
BO3MOXKHO JOOWTHCS, KOTJa KaXKIbI Y4YaCTHUK HMHGOPMAIMOHHBIX
OTHOIIEHUHN, KaxKJIas oOpraHu3anus OyAyT OTBETCTBEHHO TMOIXOIUTh K
BBITIOJIHEHUIO TPEOOBaHUN MO KuOEpOe30MacHOCTH, a KakAbld YeIOBEK
OPOSIBUT OAUTENBHOCTh W BHUMATEIBHOCTH B Cllydae CHUTyallud C
MOTIIICHHUKAMH.

Cnanng 11.

Poauranm, HayusTe aeTed Npagwna BEps raTe FHKaYHTH
NOMBEZ0EATECA HHTERHETOM QEzoNacHONS NOBS0aHWR oT adeprcToe!
NpaanHo!

g7 AKASEMMA YTIPABNEHHA
T NPH NPESWOEHTE
PECAIYENMKM BENAPYCE




